
 

COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF - 1 
 

 ATTORNEY GENERAL OF WASHINGTON 
Consumer Protection Division 
800 Fifth Avenue, Suite 2000 

Seattle, WA 98104-3188 
(206) 464-7744 

 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

 
 
 
 
 
 
 
 
 
 
 

 

UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF WASHINGTON 

AT SEATTLE 
 

STATE OF WASHINGTON, 
 
 Plaintiff, 
 
 v. 
 
ALDERWOOD SURGICAL CENTER, 
LLC, a Washington limited liability 
company; NORTHWEST NASAL SINUS 
CENTER P.S., a Washington professional 
service corporation; and JAVAD A. SAJAN, 
M.D., 
 
 Defendants. 
 

NO.  
 
COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF  

Plaintiff State of Washington, by and through its attorneys Robert W. Ferguson, 

Attorney General, and Matt Geyman, Camille McDorman, and Zorba Leslie, Assistant Attorneys 

General, brings this action against Defendant Alderwood Surgical Center, LLC, d/b/a Allure 

Esthetic, d/b/a Gallery of Cosmetic Surgery, d/b/a Seattle Plastic Surgery, and Defendant 

Northwest Nasal Sinus Center P.S., d/b/a Northwest Face & Body (collectively, “Allure 

Esthetic”), and their owner, Defendant Javad A. Sajan, M.D. The State alleges that Defendants 

have engaged, and continue to engage, in a pattern of unlawful, unfair, and deceptive acts or 

practices in violation of the Consumer Review Fairness Act, 15 U.S.C. § 45b (CRFA), the Health 

Insurance Portability and Accountability Act, 42 U.S.C. § 1320d-5(d) and 
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45 C.F.R. § 164.508(b)(4) (HIPAA), and the Washington Consumer Protection Act, 

Wash. Rev. Code § 19.86 (CPA). The State alleges the following on information and belief: 

I. INTRODUCTION 

1. With the ever-increasing reliance on online marketing, ensuring that online reviews 

are truthful and that consumers can freely share accurate information about businesses is essential 

to protecting Washington consumers and maintaining fair business competition. 

2. This is even more crucial in certain industries, such as the plastic and cosmetic 

surgery business, where online reviews are often a consumer’s primary or only source of third-party 

information about a healthcare provider before trusting that provider with sensitive, and in some 

cases life-altering, procedures. 

3. State and federal consumer protection laws prohibit businesses from unfairly or 

deceptively manipulating consumer reviews. For instance, Congress, recognizing a need for further 

protections in this increasingly important area, passed the Consumer Review Fairness Act, 

15 U.S.C. § 45b, which prohibits the use of “gag clauses” in form contracts that prevent, restrict, 

or suppress truthful consumer reviews. 

4. Allure Esthetic is a large, highly profitable Seattle-area plastic and cosmetic surgery 

business with offices in Lynnwood, Kirkland, and Seattle. Allure Esthetic does business under 

several names, including Allure Esthetic, Alderwood Surgical Center, Gallery of Cosmetic 

Surgery, Seattle Plastic Surgery, Northwest Nasal Sinus Center, and Northwest Face & Body. 

5. Allure Esthetic is owned and controlled by Defendant Javad A. Sajan, M.D., a 

plastic surgeon who advertises online, including on Instagram, Facebook, YouTube, Snapchat, 

and other social media, as @realdrseattle or “Real Dr. Seattle.” 

6. Defendants systematically suppressed negative patient reviews by requiring their 

patients, before they received services (and in some cases before even having a consultation), to 

sign a form nondisclosure agreement (the pre-service NDA) that purported to restrict the patient’s 

right to post truthful information about their experience with Defendants’ services. 
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7. Specifically, from August 15, 2017 to March 24, 2022, Defendants used a pre-

service form NDA to restrict patients from posting negative online reviews of Defendants’ plastic 

and cosmetic surgery services in violation of the CRFA, 15 U.S.C. § 45b, and the CPA, 

Wash. Rev. Code § 19.86. Defendants required over 10,000 patients to sign these illegal NDAs 

over that period. 

8. A version of the pre-service NDA Defendants used from August 15, 2017 to 

January 11, 2019 also required Defendants’ patients to agree that if they left a negative review 

in violation of the agreement, Defendants could unilaterally reveal their personal health 

information (“PHI”) when responding to the review, in violation of HIPAA, 

45 C.F.R. § 164.508(b)(4). 

9. When patients posted negative reviews despite the pre-service NDA, Defendants 

contacted them and used the pre-service NDA—and the threat, or implied threat, of taking legal 

action to enforce it—to coerce them into taking down the negative reviews. 

10. Beginning in September 2017, Defendants also used a second, post-service NDA 

that prohibited patients from posting negative reviews after they received services. When a 

patient posted a negative review despite the pre-service NDA, Defendants offered the patient 

cash, free services, and/or free products “to make things right.” 

11. After a patient accepted Defendants’ offer of cash or other inducement “to make 

things right,” Defendants then required the patient to sign the post-service NDA to receive the 

inducement payment—an additional condition not previously disclosed. 

12. This post-service NDA illegally forced consumers to remove their reviews and 

purported to prohibit them in perpetuity from posting reviews of any kind or ever discussing 

Defendants’ business with anyone. Defendants required hundreds of patients to sign these illegal 

post-service NDAs. 

13. Defendants’ illegal NDAs restricted their patients from sharing truthful 

information about Defendants’ services with the public and prevented other Washington 
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consumers from having access to accurate, complete information when shopping for health 

care services. 

14. Defendants’ illegal NDAs deceived, or had the capacity to deceive, patients into 

believing the NDAs were valid and enforceable, when in fact they are against public policy, 

unenforceable, and void under the law. 

15. Defendants’ NDAs further deceived, or had the capacity to deceive, tens of 

thousands of Washington consumers who were in the market for plastic and cosmetic surgery 

services and saw Defendants’ advertising, but did not see negative reviews of Defendants that 

were prohibited or suppressed by the illegal NDAs. 

16. In addition these violations involving Defendants’ NDAs, since 2016, Defendants 

further misled their patients and the public through a multitude of other unlawful, unfair, and 

deceptive practices, including: 

a) Creating fake positive reviews on Google, Yelp, and other review sites using fake 

email accounts and fictional online personas; 

b) Buying tens of thousands of fake “followers” on Instagram and thousands of fake 

“likes” on Instagram and other social media to create a false appearance of 

popularity for advertising to consumers; 

c) Making deceptive digital alterations to “before and after” photos and using the 

altered photos to advertise on Instagram and other online media to make the results 

of surgery and other cosmetic services look better than they actually were; and 

d) Misappropriating cash rebates that Allure Esthetic’s patients earned under a 

customer loyalty program. 

17. Defendants’ conduct violates the CRFA, HIPAA, and the CPA. Through these 

illegal NDAs and other unlawful, unfair, and deceptive acts, Defendants suppressed negative 

information about Allure Esthetic and Dr. Sajan, and deceived their patients and thousands of other 

Washington consumers who were deprived of access to truthful information about Defendants, 
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while gaining an unfair competitive advantage over competing businesses that play by the rules. 

18. The State, therefore, brings this case to void these illegal and harmful NDAs that 

Defendants unlawfully procured and used to restrict patients from posting negative reviews; 

permanently enjoin Defendants from engaging in the illegal, unfair, and deceptive practices 

described herein; obtain restitution for Washington consumers and civil penalties as provided by 

statute; and recover the State’s reasonable attorneys’ fees and costs incurred in this matter. 

II. JURISDICTION AND VENUE 

19. This Court has subject matter jurisdiction over this action because the State’s 

claims arising under the CRFA, 15 U.S.C. § 45b, and HIPAA, 42 U.S.C. § 1320d-5(d)(1), 

present federal questions. 28 U.S.C. § 1331. 

20. The Court has supplemental jurisdiction over the State’s state law CPA claims 

because those claims are integrally related to the State’s federal law claims and are part of the 

same case or controversy. 28 U.S.C. § 1367(a). 

21. Venue is proper because Defendants reside and do business in this district, their 

principal place of business is located in this district, and a substantial part of the events giving 

rise to the State’s claims occurred in this district. 28 U.S.C. § 1391(b), (c). 

22. The CRFA authorizes state attorneys general to enforce the CRFA in district court 

and to secure the remedies provided therein. 15 U.S.C. § 45b(e)(1). The CRFA requires the 

Attorney General to provide prior written notice to the Federal Trade Commission, which the 

State has done. See 15 U.S.C. § 45b(e)(2)(A). 

23. The Health Information Technology for Economic and Clinical Health Act 

(HITECH) authorizes state attorneys general to enforce HIPAA’s privacy provisions in district 

court, and to secure the remedies provided therein. 42 U.S.C. § 1320d-5(d)(1). The HITECH Act 

requires the Attorney General to provide prior written notice to the Secretary of Health and 

Human Services, which the State has done. See 42 U.S.C. § 1320d-5(d)(4). 
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III. PARTIES 

24. Plaintiff is the State of Washington, acting by and through the Consumer 

Protection Division of the Washington Attorney General’s Office. 

25. Defendant Alderwood Surgical Center, LLC, d/b/a Allure Esthetic, d/b/a Gallery 

of Cosmetic Surgery, d/b/a Seattle Plastic Surgery is a Washington limited liability company 

whose principal place of business is located at 3500 188th Street SW, Suite 670, 

Lynnwood, WA 98037. 

26. Defendant Northwest Nasal Sinus Center P.S., d/b/a Northwest Face & Body is 

a Washington professional service corporation whose principal place of business is located at 

3100 Carillon Point, Kirkland, WA 98033. 

27. Defendant Javad A. Sajan, M.D. is an individual residing in King County, 

Washington. Dr. Sajan is the owner of both Defendant Alderwood Surgical Center, LLC, which 

he acquired in 2016, and Defendant Northwest Nasal Sinus Center P.S., which he acquired 

in 2020. 

28. Defendants Alderwood Surgical Center, LLC, Northwest Nasal Sinus Center P.S., 

and Dr. Sajan, and each of them, knowingly assisted, directed, controlled, participated in, and/or 

approved of the acts, practices, and activities that are the subject of this Complaint, and did so at all 

times material hereto. 

IV. FACTS 

A. Consumer Reviews Are Essential to a Fair and Reliable Marketplace 

29. Accurate, reliable reviews are vitally important to consumers throughout the 

economy, including consumers of health care services such as the plastic and cosmetic surgery 

services that Defendants offer.1 

                                                 
1 See, e.g., Consumer Financial Protection Bureau Bulletin 2022-05, Unfair and Deceptive Acts 

or Practices that Impede Consumer Reviews (March 28, 2022) (discussing importance of consumer 
reviews), available at https://www.federalregister.gov/documents/2022/03/28/2022-06446/bulletin-
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30. Consumers rely on accurate and authentic reviews to inform their purchase 

decisions. Sites such as Google and Yelp reviews play a major role in informing consumers about 

both the good and bad features of doing business with various local companies. Deceptive reviews 

harm consumers by providing misleading and/or distorted information about the quality of the 

goods or services being offered. 

31. When a business restricts consumers from sharing truthful negative reviews of the 

business, it prevents other consumers from obtaining information they need to choose among 

competing businesses. Such tactics distort the market for the services or goods under review and 

undermine fair competition. 

32. In the health care context, consumer reviews allow patients to share experiences, 

both positive and negative, relating to the quality of services and care, punctuality, staff friendliness, 

and other factors that matter to patients when choosing a health care provider. 

B. Defendants Know How Important Online Reviews Are to Their Patients 

33. Defendants know how important online reviews of Defendants’ services are to their 

patients, and their website, patient intake form, and internal communications make that clear. 

34. On their website, Defendants have sought to attract consumers by advertising that 

they have a “5 star” rating on Google and Yelp: 

                                                 
2022-05-unfair-and-deceptive-acts-or-practices-that-impede-consumer-reviews; Y. Alicia Hong, et al., 
What Do Patients Say About Doctors Online: a Systematic Review of Studies of Patient Online Reviews, 
Journal of Medical Internet Research 21(7) (July 2019) (“The growing body of literature on PORs [patient 
online reviews] indicates its increasing importance in patients’ decision making), available at 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6475821/. 
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35. Defendants’ patient intake questionnaire also shows Defendants’ understanding of 

the importance of online reviews to their customers by asking consumers to check a box indicating 

whether they learned about Defendants from Yelp or Google: 

 
36. On July 5, 2018, one of Allure Esthetic’s estheticians sent an email to Dr. Sajan 

apologizing for a negative review, and stated, “I know how crucial reviews are for 

your business.” 

37. Similarly, on August 16, 2021, one of Defendants’ patient care coordinators 

emailed Allure Esthetic’s CEO and COO to apologize for a patient’s negative review and stated, 

“I’ll try to get more positive reviews going forward.” 
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C. Defendants Used Illegal Pre-Service NDAs to Restrict Negative Reviews 

38. In recent years, Allure Esthetic’s primary tactic to prevent negative patient reviews 

has been to require new patients to sign NDAs restricting their ability to post truthful information 

on review sites like Google and Yelp. 

39. Suppressing negative reviews, and taking steps to remove them after they are 

posted, is a central focus of Defendants’ business strategy. 

40. From August 15, 2017 to March 24, 2022, Defendants required all patients to sign 

a pre-service form NDA containing standardized terms that restricted patients from posting 

negative reviews of Defendants online. 

41. Defendants required all patients to sign the pre-service NDA. If a patient refused 

to sign it, Defendants refused to provide a consultation or other services to the patient. 

42. For Dr. Sajan, Allure Esthetic required patients to pay a $100 consultation fee 

before their consultation appointment. Allure Esthetic advertised the consultation, including the 

$100 fee for Dr. Sajan, on its website. It did not disclose, however, that when patients came in 

for a scheduled consultation with Dr. Sajan after paying the fee, they would not receive the 

consultation unless they also signed the pre-service NDA. 

43. When patients declined to sign the pre-service NDA, they were told that the $100 

consultation fee was non-refundable. 

44. Prospective patients often resisted signing the pre-service NDA but most ultimately 

agreed because they had paid the $100 consultation fee and did not want to forfeit the fee. 

45. Allure Esthetic employed staff members whose responsibilities included ensuring 

that patients signed the pre-service NDA. Defendants instructed such staff to take patients into a 

conference room if the situation became heated over the patient’s refusal to sign the 

pre-service NDA. 

46. Defendants began using the pre-service NDA on August 15, 2017. The first 

version, which they used for one week, was entitled “Negative Reviews” and required patients 
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to agree that if they were unhappy with the services they received from Defendants, they would 

not leave a negative review. It stated that a “negative review” is anything less than 4 stars and 

any negative comment, and required patients to agree that “[i]f I leave a negative review without 

contacting a representative of the practice and allowing them to resolve the issue, I give 

permission and allow a response [to the review] from the practice with my personal health 

information and agree to pay a $250,000 fine.” See Exhibit A (attached hereto and incorporated 

by reference; consumer information redacted). 

47. The next version of Defendants’ pre-service NDA, which they used from 

August 22, 2017 to January 11, 2019, was still entitled “Negative Reviews.” It restricted patient 

reviews by requiring patients to notify Defendants and allow them to try to resolve any concerns 

instead of posting a negative review. This version of the NDA still required Defendants’ patients 

to agree that if they left a negative review in violation of the NDA, Defendants could use their 

personal health information when responding to the review, and the patient would pay monetary 

damages to the practice for any losses. See Exhibit B (attached hereto and incorporated by 

reference; consumer information redacted). 

48. From January 11, 2019 to March 24, 2022, Defendants used a third version of the 

pre-service NDA, entitled “Mutual Nondisclosure Agreement.” Defendants’ third version was 

similar to the other two and continued to restrict patients from posting negative reviews, but it 

no longer provided that Defendants could disclose patients’ personal health information if they 

violated the agreement, and no longer referred to money damages. See Exhibit C (attached hereto 

and incorporated by reference). 

49. Defendants’ pre-service NDA, in each of its versions, was an adhesive, take-it-

or-leave it form agreement that Defendants used in the course of selling their goods and services, 

and they required their patients to sign the pre-service NDA form without any meaningful 

opportunity to negotiate its nondisclosure terms. 

Case 2:22-cv-01835   Document 1   Filed 12/29/22   Page 10 of 48



 

COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF - 11 
 

 ATTORNEY GENERAL OF WASHINGTON 
Consumer Protection Division 
800 Fifth Avenue, Suite 2000 

Seattle, WA 98104-3188 
(206) 464-7744 

 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

50. Defendants’ use of the pre-service NDA from August 15, 2017 to March 24, 2022 

also violated Yelp’s terms of service, which expressly required Defendants to comply with the 

CRFA and prohibited Defendants from using “gag clauses” that restrict consumers from posting 

negative reviews. 

51. When they accepted and agreed to Yelp’s terms of service, Defendants 

represented that they “understand and acknowledge that non-disparagement clauses in certain 

consumer contracts, such as clauses that seek to restrict or prohibit reviews (including provisions 

that penalize consumers for posting reviews) about your Business, are illegal under . . . the 

federal Consumer Review Fairness Act (15 U.S.C. § 45b) and you agree that you will not include 

such clauses in your consumer contracts, or otherwise attempt to enforce non-disparagement or 

‘gag’ clauses against consumers under any circumstances.”2 

52. Defendants did not abide by this agreement. Defendants were also warned about 

the CRFA and knew, or should have known, that their use of these pre-service NDAs violated 

the CRFA no later than November 25, 2019, when their in-house legal counsel received an email 

from the General Counsel of RealSelf, a review site, that asked whether “Allure uses some sort 

of ‘no negative reviews’ or non-disclosure agreement with its patients,” and again specifically 

referred to the “Consumer Review Fairness Act.” 

53. Despite their knowledge of the CRFA and its requirements, Defendants continued 

using their illegal pre-service NDAs for more than two additional years, until March 2022. 

54. Defendants also knew, or should have known, that the pre-service NDA forms 

they used from August 15, 2017 to January 11, 2019 violated HIPAA, 45 C.F.R. § 164.508(b)(4), 

by requiring patients to agree that Defendants could disclose their private health information in 

responding to an online review if the patient did not follow the review policy. 
                                                 

2 See Yelp, Terms of Service, “Additional Terms for Business Accounts” (eff. Jan. 31, 2020), 
available at www.terms.yelp.com/tos/en_us/20200101_en_us/ (requiring agreement to comply with 
CRFA); Yelp, Terms of Service, “Additional Terms for Business Accounts” (eff. Apr. 30, 2019), 
available at www.yelp.com/static?p=tos_archived_2019 (same).  
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55. On February 20, 2019, Defendants’ in-house legal counsel acknowledged in an 

email to the U.S. Department of Health and Human Services that responding to an online review 

with specifics about a patient “would have us in violation of HIPAA requirements.” 

56. Yet, just one month earlier, Defendants’ pre-service NDA required an advance 

waiver of patients’ right to keep their personal health information private if they posted a 

negative review without first contacting Defendants and allowing them to resolve the issue. 

57. On May 24, 2021, in response to a consumer complaint filed by one of their patients 

regarding Defendants’ NDA practices, Defendants sent a letter to the Washington Attorney 

General’s Office claiming that “[a]t all times and through the course of this matter Allure has 

complied with HIPPA [sic] regulations.” 

58. In the same letter to the Attorney General’s Office, which pre-dated the State’s 

investigation in this matter, Defendants also claimed that “there is nothing that suggests that Allure 

is prevented by law or public policy from using non-disclosure agreements to protect its 

business interests.” 

59. At least one of Defendants’ patients wanted to post a negative review of Defendants 

but refrained from doing so because they signed the pre-service NDA. 

60. Another patient posted a negative review about their experience with Defendants 

only to take it down shortly thereafter out of fear of retaliation because of the pre-service NDA. 

61. A patient who scheduled a consultation with Dr. Sajan stated in a complaint to the 

Attorney General’s Office, “I’m greatly troubled by the practice of forcing patients to sign a NDA 

before they even see the doctor. . . . [I]t seems like possible fraud or extortion if their reviews are 

coerced or paid for and not honest experiences that consumers can use to make informed decisions.” 

62. Based on records obtained from Defendants, the State estimates that from 

August 15, 2017 to March 24, 2022, Defendants required at least 10,000 patients to sign pre-

service NDA forms. 

Case 2:22-cv-01835   Document 1   Filed 12/29/22   Page 12 of 48



 

COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF - 13 
 

 ATTORNEY GENERAL OF WASHINGTON 
Consumer Protection Division 
800 Fifth Avenue, Suite 2000 

Seattle, WA 98104-3188 
(206) 464-7744 

 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

D. Defendants Used Illegal Post-Service NDAs to Prohibit Negative Reviews 

63. In addition to Defendants’ use of the pre-service NDAs to suppress negative 

reviews, since September 2017, Defendants have also used a second type of NDA that requires 

patients to agree to take down negative reviews after they are posted and to refrain from posting 

any reviews of Defendants in the future (the “post-service NDA”). 

64. Defendants regularly monitor consumer reviews on Google, Yelp, and other review 

sites to identify negative reviews as soon as they are posted. 

65. When they find a negative review, Defendants typically offer the disgruntled patient 

cash payments, free services, and/or free products “to make things right.” 

66. Only after a patient accepts the inducement offered “to make things right,” 

Defendants then require them to sign the post-service NDA to receive the inducement payment—

as an additional condition not previously disclosed. 

67. Defendants’ post-service NDA is a form agreement containing standardized 

terms entitled “Refund, Release, Settlement and Nondisclosure Agreement.” Paragraph 4 of the 

form is entitled “Non-Disclosure Agreement,” and requires patients to agree to remove and 

delete any and all negative reviews previously posted and to refrain from posting any negative 

reviews in the future. Paragraph 5 of the form is entitled “Breach” and provides that if patients 

violate the terms of this second NDA they must pay Defendants “$250,000 total or $10,000 per 

day” for every day the patient remains in violation. See Exhibit D (attached hereto and 

incorporated by reference; consumer information redacted). 

68. Defendants’ post-service NDA prohibits patients from posting negative reviews 

of Defendants “through any medium, either orally or in writing, including, but not limited to, 

Facebook, Instagram, LinkedIn, Snapchat, Yelp, Google, and Twitter, or any other form of 

communication.” Id. 

69. Defendants’ post-service NDA is an adhesive, take-it-or-leave it form that 

Defendants used and continue to use in the course of selling their goods and services, and they 
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require their patients to sign the post-service NDA form without any meaningful opportunity to 

negotiate its nondisclosure terms. 

70. Defendants’ use of the post-service NDA from September 2017 to the present to 

require patients to remove negative reviews in return for Defendants’ offers of cash, free 

services, and other incentives also violated Yelp’s terms of service, which prohibited Defendants 

from offering incentives or inducements of any kind to consumers to prevent or remove 

negative reviews. 

71. When they accepted and agreed to Yelp’s terms of service, Defendants 

represented and warranted that they “will not, and will not authorize or induce any other party, 

to offer incentives of any kind . . . to prevent or remove reviews.”3 Defendants did not abide by 

this agreement. 

72. Based on records obtained from Defendants, the State estimates that since 

September 2017, Defendants have required hundreds of patients to sign their post-service NDA. 

E. Defendants Used NDAs and Illegal Threats to Force Patients to Remove Reviews 

73. Defendants engaged in a pattern and practice of actually or implicitly threatening 

litigation in order to coerce their patients into removing negative reviews. 

74. Defendants instructed employees to call patients who posted negative reviews, 

sometimes calling them at their workplaces, and ask them to take down the review, reminding them 

that they had signed the NDA. 

75. If patients refused to take down the review, Defendants would increase threats of 

legal action and involve Allure Esthetic’s attorneys. 

76. Defendants conveyed threats or implied threats of litigation to patients over the 

telephone, and on some occasions, their attorneys sent patients demand letters that referenced 

the NDAs and threatened litigation if patients did not remove their negative reviews. Defendants’ 

                                                 
3 See footnote 2, above. 
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employees had regular meetings to review the current negative reviews and what steps 

employees were taking to get them removed. 

77. Dr. Sajan’s former assistant testified that Allure Esthetic’s efforts to remove 

negative reviews were “relentless,” as they would “track[ ] the patients . . . down and either 

threaten[ ] them to take the negative reviews down or offer[ ] money like bribes and stuff.”4 

78. In instances when Allure Esthetic could not identify the patient name from the 

review itself, Defendants would file a defamation lawsuit against the anonymous person who posted 

the review, then use that litigation to subpoena the review site, such as Google, to get the reviewer’s 

Internet Protocol (IP) address and track down the patient. 

79. Defendants also sued nine anonymous defendants in Snohomish County in 2018 

and 2019 for defamation for posting negative reviews. Defendants did not pursue the merits of 

these lawsuits after filing them, and did not prevail on the merits in any of them.5 Instead, 

Defendants used the court process to issue multiple third-party subpoenas to determine the 

reviewer’s identity. 

80. At team meetings, Defendants’ in-house legal counsel regularly would present an 

Excel spreadsheet containing updates on their progress in getting patients to remove negative 

                                                 
4 Unless otherwise noted, quotations attributed to witnesses in this complaint are taken from 

sworn deposition testimony or declarations obtained by the State in the course of its investigation into 
Defendants’ conduct. 

5 See Javad Sajan d/b/a Alderwood Surgical Center v. Sara Smith, Snohomish Cty. Super. Ct. 
No. 19-2-10930-31 (Dec. 9, 2019) (Google review); Javad Sajan d/b/a Alderwood Surgical Center v. 
Jessica Albez, Snohomish Cty. Super. Ct. No. 19-2-10929-31 (Dec. 9, 2019) (Google review); Javad 
Sajan d/b/a Alderwood Surgical Center v. Sam Roberts, Snohomish Cty. Super. Ct. No. 19-2-07095-31 
(Aug. 7, 2019) (Google review); Javad Sajan d/b/a Alderwood Surgical Center v. Jake a/k/a Jake Doe, 
Snohomish Cty. Super. Ct. No. 19-2-04063-31 (May 5, 2019) (Yelp review); Javad Sajan d/b/a 
Alderwood Surgical Center v. Kristin M a/k/a Jane Doe, Snohomish Cty. Super. Ct. No. 19-2-03059-31 
(Apr. 5, 2019) (Google review); Javad Sajan d/b/a Alderwood Surgical Center v. Mar, Snohomish Cty. 
Super. Ct. No. 19-2-02059-31 (Mar. 7, 2019) (Yelp review); Javad Sajan d/b/a Alderwood Surgical 
Center v. Via, Snohomish Cty. Super. Ct. No. 19-2-02058-31 (Mar. 7, 2019) (Google review); Javad 
Sajan d/b/a Alderwood Surgical Center v. J. Doe, Snohomish Cty. Super. Ct. No. 19-2-01776-31 (Feb. 
28, 2019) (Google review); Javad Sajan d/b/a Alderwood Surgical Center v. Brenda Chester, Snohomish 
Cty. Super. Ct. No. 18-2-03444-31 (Apr. 16, 2018) (Google review). 
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reviews. Dr. Sajan would then give feedback and direct next steps. 

81. Dr. Sajan personally authorized the amount of cash or value of goods that were 

offered to patients who posted negative reviews as incentives to remove the reviews. 

82. When Defendants saw that a negative review had been posted, Defendants regularly 

instructed employees to immediately flag the negative review as spam so that the review site would 

remove it. 

83. In multiple instances, Defendants instructed their employees to write and post 

fake positive reviews of Defendants’ practice so that negative reviews would appear farther 

down when consumers viewed the webpage. 

 
F. Defendants Created Fake Positive Reviews Using Fake Email Accounts and 

Fictional Online Personas 

84. Truthful reviews provide a forum for sharing authentic feedback so consumers 

can make informed decisions about the services and products they use. Fictitious reviews distort 

the market. They are also illegal.6 

85. Defendants deliberately created and posted fake positive reviews using fake email 

accounts and fictional online personas to impersonate actual consumers. 

86. Defendants initially engaged third parties through the online forum 

BlackHatWorld.com to create fake email accounts and to post fake reviews. 

87. In their responses to the State’s investigation, Defendants admit that prior to 2019, 

they hired a third-party contractor to whom they “delegated . . . full authority to manage 

Alderwood’s [i.e., Allure Esthetic’s] online presence, including access to Alderwood’s devices via 

                                                 
6 See Federal Trade Commission, 16 C.F.R. Part 255, Guides Concerning the Use of 

Endorsements and Testimonials in Advertising (2009) (“Endorsements must reflect the honest opinions, 
findings, beliefs, or experience of the endorser”); see also PEW Research Center, States Take Key Role 
in Fighting Fake Online Reviews (Dec. 2, 2022), available at www.pewtrusts.org/en/research-and-
analysis/blogs/stateline/2022/11/17/states-take-key-role-in-fighting-fake-online-reviews?amp=1. 
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a virtual desktop software.” On information and belief, Defendants’ third-party contractor was 

Dr. Sajan’s cousin. 

88. Defendants admit that prior to 2019, this third-party contractor “may have obtained 

reviews for Alderwood.” 

89. By 2018, at the direction of Dr. Sajan, Defendants’ employees developed their 

own in-house scheme to curate fake online personas for the purpose of posting fake reviews of 

Defendants’ services. 

90. Defendants admit that in 2018, they hired a web designer and digital marketing 

specialist who they tasked with developing their marketing program and online presence, and who 

“may have written reviews, and posted reviews” that were fake on behalf of Defendants. 

91. Defendants’ former in-house legal counsel admitted that “I knew that employees 

were creating reviews.” 

92. At the direction of Dr. Sajan, Defendants’ employees created Gmail accounts using 

stock photos for their profile pictures. Over the course of several months, the employees would use 

those accounts to post fake reviews of various businesses around the same Seattle geographic area 

for the purpose of eluding detection by online review platforms. The employees would then use 

those accounts to post online reviews of Allure Esthetic and Dr. Sajan by posing as real patients. 

93. One of Defendants’ former web designers testified to the process: “So when we 

curated the accounts, we would review, like Pennzoil Oil change or Applebee’s as positive reviews 

just to be able to show that it was a real person or to make it look like it was a real person with the 

sole purpose of curating that account to look like a real person and to then leave a positive review 

for one of three surgical centers owned by Dr. Sajan.” 

94. A second former web designer provided a similar description in an investigative 

deposition: “So he [Dr. Sajan] also wanted me to do the reviews, like Google reviews. So I had to 

come up—I had to build these personas. And what a persona is basically a little brief bio of a person 

that you’re trying to target as an audience, you know, a single—single male with one job, two kids, 
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you know, one dog. So you would build these little personas so that when you would build the 

review, you have—you pretend you’re that person, and it’s a lot easier to write the review.” 

95. The same former web designer testified that he believed Defendants’ practice of 

creating and posting fake positive reviews was unethical. 

96. The web designer testified that he specifically told Dr. Sajan that creating fake 

positive reviews was unethical and that he was no longer going to do it, and that Dr. Sajan told him 

not to worry and he would get someone else to do so. 

97. Dr. Sajan provided specific instructions to Defendants’ employees regarding the 

terminology, descriptions of services, and other content to be used in fake reviews. Dr. Sajan 

specifically reviewed and provided feedback on the content of fake reviews. 

98. Defendants’ former web designer testified that Defendants’ emphasis on the 

terminology used in fake reviews was to “make sure it was realistic and that it had SEO value” to 

improve the ranking of reviews in search engines. 

99. SEO, or search engine optimization, is the process of improving the quality and 

quantity of website traffic to a website or a web page from search engines, including through the 

selective use of keywords and phrases. 

100. Based on the keywords and phrases in the following Google reviews, the former 

web designer testified that he believes that the following are two examples of fake Google reviews 

he created and posted at the direction of Dr. Sajan: 
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101. Defendants used a Virtual Private Network (VPN) service called HideMyAss! 

(www.hidemyass.com) to disguise the IP addresses from which these fake reviews originated, 

for the express purposes of concealing the actual source and continuing the deception. 

102. Defendants’ former web designer testified that the “main reason” Defendants 

used a VPN “was if we were doing something we weren’t supposed to, it wouldn’t show that it 

was done in the location we were actually doing it, which was usually the Allure Esthetic office 

in Lynnwood.” 

103. The former web designer further testified, “[w]henever we were to do something 

that was immoral or illegal, we would sign into the VPN . . .  And then when we were done, we 

would sign off of the VPN.” 

104. Defendants used this VPN service to deceive not only the public, but also 

review websites. 

105. Defendants’ former web designer confirmed in deposition testimony that 

Defendants used the VPN service “so the Google reviews wouldn’t get flagged as false.” 

106. Defendants’ HideMyAss! subscription was registered to Dr. Sajan’s personal 

Gmail address and paid for using his personal PayPal account. 

107. Before Defendants began using HideMyAss! to hide the IP addresses from which 

they posted fake reviews, they purchased other fake reviews that failed to disguise the IP addresses. 
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108. For example, the following fake reviews of Allure Esthetic and Dr. Sajan were 

posted from IP addresses in Bangladesh and Pakistan that had no other account activity: 

 

 
109. Despite his longstanding practice of purchasing and paying employees to post 

fake positive reviews, Dr. Sajan claimed in a complaint he filed against an online reviewer in 

Snohomish County Superior Court that he “does not make his employees create fake accounts 

and write reviews.”7 

110. Many of Defendants’ fake positive reviews—including the fake Google reviews 

depicted above—still appear on online review sites and continue to deceptively inflate 

Defendants’ apparent overall ratings on those consumer review platforms. 

                                                 
7 See Javad Sajan d/b/a Alderwood Surgical Center v. Kristin M a/k/a Jane Doe, Snohomish Cty. 

Super. Ct. No. 19-2-03059-31 (Apr. 5, 2019) (Google review). 
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111. In multiple instances, Defendants created and posted fake positive reviews after 

a patient posted a negative review so that the positive reviews would bury the negative one. 

G. Defendants Used Fake Accounts to Misappropriate Rebates Earned by Patients 

112. Galderma is a skincare company that is a subsidiary of Nestle and sells products 

such as Dysport (an anti-wrinkle neurotoxin similar to Botox) and Restylane. Galderma has a 

customer loyalty rebate program that provides rebates to consumers who use their products. The 

terms and conditions of the loyalty rebate program require patient consent for a provider to enroll 

the consumer into the rebate program. 

113. A former assistant to Allure Esthetic’s COO and to Dr. Sajan was directed by the 

COO to create Galderma rewards accounts using the VPN HideMyAss! and a USB purchased by 

Defendants that contained hundreds of fabricated email accounts. The USB was kept locked in the 

COO’s desk. 

114. Defendants created Galderma rewards accounts using real patient names and 

birthdates without patient consent. Defendants then used these accounts to log treatments that 

allegedly used Galderma products and seek monetary rebates from Galderma for such treatments. 

These payments were pocketed by the Defendants, without patient knowledge or consent. 

115. Upon information and belief, Defendants received thousands of dollars every month 

from the Galderma rewards program that should have gone to consumers. 

H. Defendants Manipulated Social Media by Buying Fake “Followers” and “Likes” 

116. In addition to fake reviews, Defendants made great efforts to manipulate social 

media to create a false or misleading appearance of popularity among consumers and the public 

at large. These efforts focused on two tactics: artificially increasing Allure’s online “followers” on 

social media, and purchasing thousands of “likes” for Allure’s social media postings. 

117. Defendants admit that their former independent contractor who passed away in 2019 

“may have obtained followers for Alderwood,” and that one of their former web designers “who 

Case 2:22-cv-01835   Document 1   Filed 12/29/22   Page 21 of 48



 

COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF - 22 
 

 ATTORNEY GENERAL OF WASHINGTON 
Consumer Protection Division 
800 Fifth Avenue, Suite 2000 

Seattle, WA 98104-3188 
(206) 464-7744 

 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

had access to and control over all of Alderwood’s social media accounts . . . may have obtained 

followers on social media.” 

118. According to a report prepared by CrowdTangle (an affiliate of Meta/Facebook 

that tracks social media engagement), on or about February 1, 2019, the number of “followers” 

of Defendants’ Instagram account, @realdrseattle, jumped from 12,900 to 69,600. This sudden 

increase of 56,700 more than quadrupled Defendants’ apparent number of Instagram followers. 

119. This sudden increase in Defendants’ Instagram followers occurred when 

Dr. Sajan instructed Defendants’ former web designer to purchase 60,000 followers through a 

vendor on BlackHatWorld (www.blackhatworld.com) using Dr. Sajan’s PayPal account. 

120. As of today, Defendants’ Instagram account, @realdrseattle, purports to have just 

over 66,000 “followers.” On information and belief, most, if not the vast majority, of the over 

66,000 purported “followers” of Defendants’ Instagram account, @realdrseattle, are fake. 

121. Dr. Sajan’s former assistant testified that Dr. Sajan talked about getting fake 

followers and said that the company was going to “fake it until we make it.” 

122. In addition to purchasing followers on Instagram, Defendants’ deceptive 

practices include directing employees to purchase “likes” on Instagram posts. 

123. From February 2018 until at least February 2020, Defendants used a social media 

bot tool called Jarvee to buy thousands of fake “likes” on Instagram, YouTube, and other social 

media to create the false appearance that Defendants are more popular with consumers and the 

public than is actually the case. 

124. Jarvee closed its business in September 2022 after Instagram began to crack down 

on Instagram accounts that used such services to engage in “coordinated inauthentic 

behavior . . . such as bot accounts.”8 

                                                 
8 See Instagram notice, Introducing New Authenticity Measures on Instagram (Aug. 13, 2020), 

available at https://about.instagram.com/blog/announcements/introducing-new-authenticity-measures-
on-instagram/. 

Case 2:22-cv-01835   Document 1   Filed 12/29/22   Page 22 of 48



 

COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF - 23 
 

 ATTORNEY GENERAL OF WASHINGTON 
Consumer Protection Division 
800 Fifth Avenue, Suite 2000 

Seattle, WA 98104-3188 
(206) 464-7744 

 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

125. Dr. Sajan also directed his employees to use an out-of-country company to 

purchase hundreds of “likes” on Instagram each time employees published an Instagram post 

under Dr. Sajan’s account. 

126. Defendants’ former web designer testified that the process of purchasing likes 

was as follows: “[T]here was an online tool that we would put money in through PayPal and we 

would say, ‘If there’s a new post, automatically give it a thousand likes from various fake 

accounts,’ and we would also write fake comments that were posted on behalf of other accounts 

and it was an automated system that would immediately like the post after it was posted and 

provide specific fake comments on said posts.” 

127. A second former web designer testified that at one point, he told Dr. Sajan it was 

“not very ethical” for Defendants to “boost” their appearance of popularity on Instagram and 

YouTube by buying fake “likes.” Dr. Sajan’s response, according to that second former web 

designer, was “Oh, don’t worry about it, don’t worry about it.” 

128. When the State asked this second former web designer why Defendants used the 

VPN service, HideMyAss!, when buying “likes” on Instagram, he testified, “For the obvious 

reason, to hide what you’re doing. ‘Cause you don’t want to get caught buying likes.” 

I. Defendants Used Deceptively Altered “Before and After” Photos for Advertising 

129. Defendants intentionally displayed altered “before and after” photos of their patients 

on Instagram and other social media for advertising purposes to make plastic surgery results look 

better than they actually were. 

130. One of Defendants’ patients complained to Defendants in an August 2020 email 

that their “website offers a gallery of before and after photos that are photo shopped, mine 

specifically,” adding that she had “captured a screen shot comparison of my actual office photo 

and the one that was posted online” and believed that Defendants’ photo alterations were 

“morally unethical and misleading.” 
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131. One of Defendants’ former employees whose responsibilities included editing 

photos and videos told the State that Defendants’ alterations went beyond “touchups” such as 

“evening out of skin tones, enhancing color of photos, and removing tattoos or other identifying 

marks to preserve the anonymity of patients,” and “would be more accurately described as 

photo manipulation.” 

132. The former employee was directly involved in altering “before and after” photos 

for Defendants and reported directly to Dr. Sajan. 

133. This former employee provided specific examples of the types of alterations 

Defendants made: “I was asked to move a nipple several inches on the ‘after’ photo to make it 

appear symmetrical with the other. I was asked to manipulate the ‘after’ photograph of a patient 

to make it more symmetrical with the other. I was asked to manipulate the ‘after’ photograph of 

a patient who had hair plugs to cover a bald spot. And I was asked to photo shop the photos of 

patients who had tummy tuck procedures and make them look curvier and flatter.” 

134. Dr. Sajan’s former personal assistant testified that she witnessed Dr. Sajan 

directing Allure Esthetic’s web designer to alter patient post-procedure ‘after’ photos to make 

results appear better than they were, such as hiding scarring and making body parts look 

more symmetrical. 

135. Defendants’ former web designer confirmed that Dr. Sajan asked him to digitally 

alter before and after photos of plastic surgery results to deceptively make the results look better 

than they were. 

136. The former web designer testified that, “under the direction of Dr. Sajan,” 

Defendants employees would “edit the afters to minimize scarring, to even out the breasts, 

horizontally and vertically, and just morph the photos to make the results better than they were.” 

137. The former web designer further described the photo editing process in deposition 

testimony: “It was like BBLs or Brazilian butt lifts, I would make the butt larger. Rhinoplasty, I 

would make the nose better. Female to male breast surgery removal, I would reduce the scarring. 
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Just mainly evening things out, making them look bigger or smaller depending on the goal of 

the surgery, and minimizing scarring across all procedures.” 

138. One former employee, a videographer, said she quit her job at Allure because she 

“felt it was unethical and deceptive to alter photos to that extent, especially knowing that most 

consumers rely on before and after photos when choosing a surgeon for cosmetic surgery.” 

139. Dr. Sajan was directly involved in reviewing the altered images for the purpose 

of posting them online, and he would request additional modifications or alterations to them. 

140. In a deposition, a second web designer confirmed that account, while adding 

additional details describing the types of alterations Dr. Sajan instructed him to make in order to 

make the surgery results in ‘after’ photos appear better than they actually were: “I mean, we 

would, like, for . . . butt lifts, I mean, we would make the butt bigger than it was. And he 

[Dr. Sajan] would sometimes say, ‘No, make it bigger, make it bigger.’ So obviously, that wasn’t 

the end result, I mean, the realistic result.” 

141. Defendants acknowledged in the course of the State’s investigation that “[e]ach 

‘before’ and ‘after’ photo published to [their] websites is approved by the surgeon or provider 

who performed the procedure on the patient whose ‘before’ and ‘after’ photos are published.” 

142. On or about September 4, 2019, one of Defendants’ former web designers served 

Defendants with a complaint detailing, inter alia, Defendants’ practice of instructing the former 

web designer to digitally alter images of surgery results. 

143. Just days later, on September 13, 2019, Defendants had at least three employees 

sign a document attesting that Dr. Sajan “confirmed” with them that “any pictures used on 

company websites, social media accounts have not been altered or the anatomy of the patients 

have not been changed.” Dr. Sajan and Defendants’ CEO and COO also signed these statements. 

144. Based on his direct role in asking employees to digitally alter images of surgery 

results, Dr. Sajan knew, or should have known, that this “confirmation” statement which purported 
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to confirm that Defendants did not significantly alter “before and after” photos was false when he 

signed it. 

145. Archived versions of Defendants’ website show that Defendants did not disclose 

the fact that patient photos on their website were altered until sometime between late 2019 and 

early 2020, only after Defendants received the legal complaint from their former web designer 

detailing Defendants’ practice of using altered images in their advertising. 

146. In or about September 2019, Defendants digitally altered their prior Instagram posts 

by retroactively adding disclaimer language to the before and after photographs that appear on 

Defendants’ Instagram site, @realdrseattle, and acknowledged, long after the photos were 

originally posted, that “Photographs may have been modified and edited . . . .” 

V. CAUSES OF ACTION 
 

FIRST COUNT: VIOLATIONS OF CONSUMER REVIEW FAIRNESS ACT 
(15 U.S.C. § 45b) 

147. The State re-alleges and incorporates by reference the allegations contained in the 

preceding paragraphs of this Complaint. 

148. The purpose of the CRFA is to “prohibit the use of certain clauses in form 

contracts that restrict the ability of a consumer to communicate regarding the goods or services 

offered in interstate commerce that were the subject of the contract.” 

Pub. L. 114-258, 130 Stat. 1355 (2016). 

149. Under the CRFA, it is “unlawful for a person to offer a form contract containing 

a provision described as void” by the statute. 15 U.S.C. § 45b(c). 

150. The CRFA defines a “form contract” as “a contract with standardized terms 

(i) used by a person in the course of selling or leasing the person’s goods or services; and 

(ii) imposed on an individual without a meaningful opportunity for such individual to negotiate 

the standardized terms.” 15 U.S.C. § 45b(a)(3)(A)(i) & (ii). 

151. Under the CRFA, a provision in a “form contract” is “void from the inception” if 

Case 2:22-cv-01835   Document 1   Filed 12/29/22   Page 26 of 48



 

COMPLAINT FOR DECLARATORY, 
INJUNCTIVE, AND OTHER RELIEF - 27 
 

 ATTORNEY GENERAL OF WASHINGTON 
Consumer Protection Division 
800 Fifth Avenue, Suite 2000 

Seattle, WA 98104-3188 
(206) 464-7744 

 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

it “prohibits or restricts the ability of an individual who is a party to the form contract to engage 

in a covered communication” or “imposes a penalty or fee against an individual who is a party 

to the form contract for engaging in a covered communication.” 15 U.S.C. § 45b(b)(1)(A) & (B). 

152. The CRFA defines a “covered communication” as any “written, oral, or pictorial 

review, performance assessment of, or other similar analysis of, including by electronic means, 

the goods, services, or conduct of a person by an individual who is a party to a form contract 

with respect to which such person is also a party.” 15 U.S.C. § 45b(a)(2). 

153. Each and every one of the form NDAs Defendants required their patients to sign 

was unlawful, unenforceable, and void, and constituted an independent violation of the CRFA. 

15 U.S.C. § 45b(b)(1). 

154. Defendants violated the CRFA every time they offered or required a prospective 

patient to sign a form NDA during the intake process that restricted them from posting 

negative reviews. 

155. By requiring some of their patients to also sign a second form NDA provision 

that required them to remove any negative reviews previously posted and refrain from posting 

any negative reviews in the future, Defendants further violated the CRFA. 

156. The State is entitled to all appropriate relief provided and available under the 

CRFA, including a judgment declaring that Defendants’ form NDAs violate the CRFA and were 

invalid and void from the inception, and an award of appropriate injunctive relief. 

 
SECOND COUNT: VIOLATIONS OF HEALTH INSURANCE PORTABILITY AND 

ACCOUNTABILITY ACT 
(42 U.S.C. § 1320D-5, 45 C.F.R. § 164.508(b)(4)) 

157. The State re-alleges and incorporates by reference the allegations contained in the 

preceding paragraphs of this Complaint. 

158. HIPAA establishes uniform national standards and legal requirements to protect 

sensitive patient health information from being disclosed without authorization. 
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159. The HITECH Act authorizes the State to enforce HIPAA’s privacy provisions in 

an appropriate district court of the United States, and to secure the remedies provided therein. 

42 U.S.C. § 1320d-5(d)(1). 

160. At all times material hereto, Allure Esthetic was a “covered entity” under HIPAA 

because it is a health care provider that transmits health information in electronic form in 

connection with transactions covered by HIPAA. 45 C.F.R. § 160.103. 

161. As a covered entity, Allure Esthetic is required to comply with the HIPAA federal 

standards governing the privacy and security of protected health information, including the 

Privacy and Security Rules. See 45 C.F.R. § 164.302. 

162. Under HIPAA, it is unlawful for a health care provider that is a covered entity to 

use or disclose patient protected health information without valid authorization. 

45 C.F.R. § 164.508(a)(1). 

163. A health care provider that is a covered entity also “may not condition the 

provision . . . of treatment . . . on provision of an authorization.” 45 C.F.R. § 164.508(b)(4). 

164. This prohibition is intended to prevent covered entities from coercing patients 

into signing an authorization for a use or disclosure that is not necessary to carry out the primary 

services that the covered entity provides to the individual. 65 Fed. Reg. 82,461, 82,516 (2000). 

165. An authorization obtained as a pre-condition to treatment “is not valid.” 

45 C.F.R. § 164.508(b)(2). 

166. By requiring patients to sign a form NDA during the intake process that 

conditioned treatment upon their purported prior authorization of disclosure of private patient 

health information, Allure Esthetic violated HIPAA. 

167. Each and every form NDA that Allure Esthetic used with patients that 

conditioned treatment upon their purported prior authorization of disclosure of private patient 

health information, is unlawful, unenforceable, and void, and constitutes an independent 

violation of HIPAA. 
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168. Under HIPAA, any covered entity that violates HIPAA is subject to the penalties 

provided under the statute. 42 U.S.C. § 1320d-5. 

169. In his capacity as the owner and operator of Allure Esthetic, Dr. Sajan directed, 

participated in, and/or with knowledge approved of Allure Esthetic’s HIPAA violations as set forth 

above, and as such, he is jointly and severally liable with Allure Esthetic for these 

HIPAA violations. 

170. The State is entitled to all appropriate relief provided and available under HIPAA, 

including a judgment declaring that Defendants’ practice of conditioning treatment upon a prior 

authorization of disclosure of private patient health information violated HIPAA, 

45 C.F.R. § 164.508(b), awarding appropriate penalties, and ordering injunctive relief. 

 
THIRD COUNT: VIOLATIONS OF CONSUMER PROTECTION ACT 

(WASH. REV. CODE § 19.86.020 / UNFAIR OR DECEPTIVE ACTS OR PRACTICES / 
RELATING TO CRFA AND HIPAA VIOLATIONS) 

171. The State re-alleges and incorporates by reference the allegations contained in the 

preceding paragraphs of this Complaint. 

172. Pursuant to the CPA, Wash. Rev. Code § 19.86.020, “unfair or deceptive acts or 

practices in the conduct of any trade or commerce are hereby declared unlawful.” 

173. At all relevant times, Defendants engaged in “trade or commerce” as defined in 

the CPA, Wash. Rev. Code § 19.86.010(2). 

174. Defendants’ conduct, in addition to violating the CRFA and HIPAA, is 

independently cognizable under the CPA. 

175. Defendants engaged in numerous unfair or deceptive acts and practices relating 

to the CRFA and HIPAA violations alleged above, including but not limited to: 

(a) Requiring over 10,000 patients to sign illegal NDAs during the intake 

process that restricted them from posting negative reviews; 
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(b)  Requiring hundreds of those same patients to sign a second illegal NDA 

requiring them to remove any negative posted reviews and to refrain from 

posting negative reviews in the future; 

(c)  Misleading their patients into believing the illegal NDA provisions were 

valid and enforceable, or creating that deceptive net impression; 

(d)  Using illegal NDA provisions to threaten or coerce their patients into 

removing negative reviews after they are posted; 

(e) Advertising the $100 consultation fee unconditionally and collecting 

payment from patients before disclosing that they must sign an illegal NDA 

before receiving services; and 

(f) Conditioning the provision of services on a prior waiver of their patients’ 

rights to keep their PHI confidential. 

176. These unfair or deceptive acts and practices affected the public interest in that 

they impacted numerous Washington consumers and other consumers. These practices 

constituted a pattern of conduct that Defendants committed in the course of business and are 

likely to continue without relief from this Court. 

177. The State is entitled to all appropriate relief under the CPA, including injunctive 

relief and restitution pursuant to Wash. Rev. Code § 19.86.080, civil penalties pursuant to 

Wash. Rev. Code § 19.86.140 of up to seven thousand five hundred dollars ($7,500) per 

violation, and reimbursement of the costs of this action, including reasonable attorneys’ fees, 

pursuant to Wash. Rev. Code § 19.86.080. 

FOURTH COUNT: VIOLATIONS OF CONSUMER PROTECTION ACT 
(WASH. REV. CODE § 19.86.020 / UNFAIR OR DECEPTIVE ACTS OR PRACTICES / 

OTHER CPA VIOLATIONS) 

158. The State re-alleges and incorporates by reference the allegations contained in the 

preceding paragraphs of this Complaint. 
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159. Pursuant to the CPA, Wash. Rev. Code § 19.86.020, “unfair or deceptive acts or 

practices in the conduct of any trade or commerce are hereby declared unlawful.” 

160. At all relevant times, Defendants engaged in “trade or commerce” as defined in 

the CPA, Wash. Rev. Code § 19.86.010(2). 

161. Defendants engaged in numerous unfair or deceptive acts and practices relating 

to the CRFA violations alleged above, including but not limited to: 

(a)  Creating fake positive reviews on Google and Yelp that purported to be 

genuine but were actually created using fake email accounts and 

fictional personas; 

(b)  Misappropriating cash rebates their patients earned under Galderma’s 

customer loyalty program and concealing that from their patients; 

(c)  Buying tens of thousands of fake “followers” and thousands of fake 

“likes” on social media platforms to create a deceptive appearance of 

greater popularity to consumers or potential consumers; and 

(d)  Altering “before and after” photos of patients and using the altered photos 

for advertising purposes to make plastic surgery results look better than 

they actually were. 

162. These unfair or deceptive acts and practices affected the public interest in that 

they impacted numerous Washington consumers and other consumers. These practices 

constituted a pattern of conduct that Defendants committed in the course of business and are 

likely to continue without relief from this Court. 

163. The State is entitled to relief under the CPA, including injunctive relief and 

restitution pursuant to Wash. Rev. Code § 19.86.080, civil penalties pursuant to 

Wash. Rev. Code § 19.86.140 of up to seven thousand five hundred dollars ($7,500) per 

violation, and reimbursement of the costs of this action, including reasonable attorneys’ fees, 

pursuant to Wash. Rev. Code § 19.86.080. 
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FIFTH COUNT: VIOLATIONS OF CONSUMER PROTECTION ACT 
(WASH. REV. CODE § 19.86.020 / UNFAIR COMPETITION) 

164. The State re-alleges and incorporates by reference the allegations contained in the 

preceding paragraphs of this Complaint. 

165. Pursuant to the CPA, Wash. Rev. Code § 19.86.020, “unfair methods of 

competition” in the conduct of “any trade or commerce” are unlawful. 

166. At all relevant times, Defendants engaged in “trade or commerce” as defined in 

the CPA, Wash. Rev. Code § 19.86.010(2). 

167. In addition to their other violations, Defendants engaged in unfair competition by 

distorting the marketplace to Defendants’ unfair advantage, by manipulating online reviews and 

falsely portraying themselves on social media. This conduct includes: 

(a) Requiring over 10,000 patients to sign illegal NDAs during the intake 

process that restricted them from posting negative reviews; 

(b) Requiring hundreds of those same patients to sign a second illegal NDA 

requiring them to remove any negative reviews that were previously 

posted and to refrain from posting negative reviews in the future; 

(c) Misleading their patients into believing the illegal NDA provisions were 

valid and enforceable, or creating that deceptive net impression; 

(d) Using illegal NDA provisions to threaten or coerce their patients into 

removing negative reviews after they are posted; 

(e) Using illegal NDA provisions that conditioned the provision of services 

to patients on patients’ prior waiver of their rights to keep personal health 

care information confidential; 

(f) Creating fake positive reviews on Google and Yelp that purported to be 

genuine consumer reviews but were actually created using fake email 

accounts and fictional personas; 
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(g) Buying tens of thousands of fake “followers” and thousands of fake 

“likes” on social media platforms to create a false or misleading 

appearance of popularity; and 

(h) Altering “before and after” photos of patients and using the altered photos 

for advertising purposes to make plastic surgery results look better than 

they actually were. 

168. By engaging in all of these acts Defendants gained an unfair competitive 

advantage over competing plastic and cosmetic surgery businesses that advertise, market, and 

sell the same types of services and products that Defendants provide, but who play by the rules. 

169. Defendants’ unfair competition affected the public interest because they distorted 

the online marketplace for competitive advantage. These practices constituted a pattern of 

conduct that Defendants committed in the course of business and are likely to continue without 

relief from this Court. 

170. The State is entitled to relief under the CPA, including injunctive relief and 

restitution pursuant to Wash. Rev. Code § 19.86.080, civil penalties pursuant to 

Wash. Rev. Code § 19.86.140 of up to seven thousand five hundred dollars ($7,500) per 

violation, and reimbursement of the costs of this action, including reasonable attorneys’ fees, 

pursuant to Wash. Rev. Code § 19.86.080. 

PRAYER FOR RELIEF 

Wherefore, the State prays for the following relief: 

1. That the Court adjudge and decree that Defendants have engaged in the conduct 

complained of herein; 

2. That the Court declare, adjudge and decree that Defendants’ conduct violates the 

CRFA, 15 U.S.C. § 45b, by using form NDAs restricting consumers from posting negative reviews 

of Defendants and requiring consumers to remove negative reviews previously posted; 
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3. That the Court declare, adjudge and decree that Defendants’ conduct violates 

HIPAA, 45 C.F.R. § 164.508(b)(4), by requiring patients to give prior authorization to the 

disclosure of private patient health information as a condition to receiving medical treatment; 

4. That the Court adjudge and decree that Defendants’ acts and practices of 

(a) requiring patients to sign illegal NDAs during the intake process that restricted negative reviews 

and purported to authorize disclosure of patients’ private health information; (b) requiring some 

patients to sign a second illegal NDA requiring them to remove negative reviews previously posted 

and refrain from posting negative reviews in the future; (c) misleading patients into believing illegal 

NDA provisions were valid and enforceable, or creating that deceptive net impression; (d) using 

illegal NDAs to threaten or coerce patients into removing negative reviews after they are posted; 

and (e) requiring patients to pay a $100 consultation fee before disclosing that they must also sign 

the illegal NDA in order to receive a consultation, all constitute unfair or deceptive acts or practices 

in trade or commerce that affect the public interest, in violation of the CPA, 

Wash. Rev. Code § 19.86.020; 

5. That the Court adjudge and decree that Defendants’ acts and practices of (a) posting 

fake positive reviews that purported to be genuine consumer reviews; (b) taking cash rebates from 

patients that its patients earned and were entitled to receive under Galderma’s customer loyalty 

program; (c) buying fake “followers” and fake “likes” on social media to create a false and 

deceptive appearance of greater popularity in the eyes of patients, the public, and consumers; and 

(d) altering “before and after” photos to make plastic surgery results look better than they actually 

were, all constitute additional unfair or deceptive acts or practices in trade or commerce that affect 

the public interest, in violation of the CPA, Wash. Rev. Code § 19.86.020; 

6. That the Court adjudge and decree that Defendants’ conduct complained of herein 

constitutes unfair methods of competition in violation of the CPA, Wash. Rev. Code § 19.86.020; 

7. That the Court, pursuant to Wash. Rev. Code § 19.86.140, assess civil penalties 

against Defendants of up to seven thousand five hundred dollars ($7,500) per violation for each and 
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every violation of Wash. Rev. Code § 19.86.020 committed by Defendants; 

8. That the Court, pursuant to 42 U.S.C. § 1320d-5(d)(2), assess statutory damages of 

up to $100 per violation, not to exceed $25,000 per calendar year, for each and every violation of 

HIPAA, 45 C.F.R. § 164.508(b)(4); 

9. That the Court, pursuant to Wash. Rev. Code § 19.86.080, order restitution or 

equitable disgorgement to consumers of all money Defendants unlawfully acquired from them 

through Defendants’ unlawful, unfair and deceptive actions described above, including 

prejudgment interest; 

10. That the Court issue a preliminary and/or permanent injunction pursuant to the CPA, 

Wash. Rev. Code § 19.86.080, the CRFA, 15 U.S.C. § 45b(e)(1), and HIPAA, 

42 U.S.C. § 1320d-5(d)(1)(A), enjoining and restraining Defendants and their representatives, 

successors, assigns, officers, agents, servants, employees, and all other persons acting or claiming 

to act for, on behalf of, or in concert or participation with Defendants, from engaging in the acts and 

practices in violation of the CPA, the CRFA, and HIPAA as specifically alleged above and any 

similar acts and unfair business practices regarding consumers; 

11. That the Court adjudge and decree that the form NDAs that Defendants’ patients 

were required to sign are void and unenforceable; 

12. That the Court order that the Defendants, their officers, agents, employees, and 

attorneys, and all other persons in active concert or participation with any of them, are permanently 

enjoined from offering, attempting to enforce, or asserting the validity of, any form NDA that 

conditions treatment upon prior authorization of disclosure of the patient’s private health 

information; 

13. That the Court require Defendants to notify their patients in writing, the form of 

which shall be approved by the Court, that the prior NDAs are void and that all patients who signed 

these illegal NDAs are free to post honest reviews of Defendants notwithstanding the restrictions 

in those form agreements, that their purported authorization of the disclosure of protected health 
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information is invalid, and that the Court further require Defendants to provide this notice on their 

website for at least three years or such other reasonable period as determined by the Court; 

14. That the Court order Defendants to pay the State its costs of bringing this action, 

including reasonable attorneys’ fees, pursuant to Wash. Rev. Code § 19.86.080; and 

15. That the Court grant such other or additional relief as it may deem just and proper. 

 DATED this 29th day of December, 2022. 

    ROBERT W. FERGUSON 
    Attorney General 

 
     /s Matthew Geyman     

MATTHEW GEYMAN, WSBA #17544 
CAMILLE M. MCDORMAN, WSBA #53036 
ZORBA LESLIE, WSBA #58523 
Assistant Attorneys General 
 
Attorneys for Plaintiff State of Washington 
Consumer Protection Division 
Office of the Attorney General 
800 Fifth Avenue, Suite 2000 
Seattle, WA 98104 
matt.geyman@atg.wa.gov 
camille.mcdorman@atg.wa.gov 
zorba.leslie@atg.wa.gov     
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	7. That the Court, pursuant to Wash. Rev. Code § 19.86.140, assess civil penalties against Defendants of up to seven thousand five hundred dollars ($7,500) per violation for each and every violation of Wash. Rev. Code § 19.86.020 committed by Defendants;
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	9. That the Court, pursuant to Wash. Rev. Code § 19.86.080, order restitution or equitable disgorgement to consumers of all money Defendants unlawfully acquired from them through Defendants’ unlawful, unfair and deceptive actions described above, incl...
	10. That the Court issue a preliminary and/or permanent injunction pursuant to the CPA, Wash. Rev. Code § 19.86.080, the CRFA, 15 U.S.C. § 45b(e)(1), and HIPAA, 42 U.S.C. § 1320d-5(d)(1)(A), enjoining and restraining Defendants and their representativ...
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	DATED this 29th day of December, 2022.



